
Privacy Policy 

Effective Date: December 27, 2025 

This Privacy Policy explains how the OnlySq team ("we," "us," "our," or "OnlySq") 

collects, uses, stores, and protects your personal information when you use our 

services, including but not limited to onlysq.ru, docs.onlysq.ru, api.onlysq.ru, 

ai.onlysq.ru, my.onlysq.ru, and any other subdomains or related services (collectively, 

the "Services"). 

We operate as an informal team of developers without a registered legal entity. We 

are committed to protecting your privacy and handling your data responsibly. 

By using the Services, you agree to the practices described in this Privacy Policy. 

1. Information We Collect 

We collect the following types of information: 

a. Information You Provide Directly 

• Email address and password when you register an account. 

• Optional Telegram account linkage or other verification details (e.g., 

interaction with our Telegram bot). 

• In the future: payment-related information (if you top up your balance for 

premium features), such as transaction records, but we do not store full 

payment card details ourselves (payments are processed via third-party 

providers). 

b. Automatically Collected Information 

• IP address. 

• Selected AI model. 

• Date and time of requests. 

• Device and browser information (e.g., user agent, language preferences). 

• In the future: prompts (your inputs) and generated outputs to enable features 

like chat history, conversation continuity, and personalized user experience in 

ai.onlysq.ru. 

c. Cookies and Similar Technologies 

We use essential cookies and local storage to maintain your session, remember 

preferences, and ensure functionality. We do not use tracking or advertising cookies. 

2. How We Use Your Information 

We use collected information for the following purposes: 



• To provide, operate, and improve the Services (e.g., processing your requests, 

generating responses). 

• To maintain and secure user accounts. 

• To enable future features such as chat history, balance management, and 

personalized settings. 

• To detect, prevent, and address abuse, violations of our Terms of Service, or 

technical issues. 

• To communicate with you (e.g., verification emails, important service updates). 

• To comply with legal obligations (if any apply). 

We do not sell your personal information to third parties. 

We do not use your prompts or generated content to train or fine-tune AI models 

beyond what is necessary for providing the requested service and enabling user-

specific features (e.g., chat history). 

3. Data Storage and Retention 

• Your data is stored on secure servers hosted by third-party providers. 

• Account information (email, hashed password) is retained as long as your 

account is active. 

• Request logs (IP, timestamps, model) are retained for a reasonable period for 

security and debugging purposes. 

• In the future, prompts and outputs stored for chat history will be kept until you 

delete them or your account is terminated. 

• You may request deletion of your account and associated data by contacting us. 

4. Data Sharing and Disclosure 

We do not share your personal information with third parties except in the following 

limited cases: 

• With service providers who help us operate the Services (e.g., hosting, email 

delivery, payment processing) under strict confidentiality obligations. 

• If required by law, regulation, or legal process. 

• To protect the rights, safety, or property of OnlySq, our users, or the public. 

Generated content may be reviewed manually in cases of reported abuse or 

moderation needs. 

5. International Data Transfers 

The Services are operated primarily for users in Russia, and data is generally 

processed and stored in data centers located in Russia or the EU. By using the 

Services, you consent to the transfer and processing of your data in these locations. 



6. Security 

We implement reasonable technical and organizational measures to protect your data 

from unauthorized access, loss, or misuse. However, no system is completely secure, 

and we cannot guarantee absolute security. 

Passwords are stored using strong hashing. We recommend using a strong, unique 

password for your OnlySq account. 

7. Your Rights and Choices 

You have the right to: 

• Access, correct, or delete your personal data (contact us to exercise these 

rights). 

• Opt out of non-essential communications. 

• Delete your chat history (when the feature is available). 

• Request account deletion. 

We will respond to reasonable requests within a reasonable timeframe. 

8. Children's Privacy 

The Services are not intended for children under 16 years of age. We do not 

knowingly collect personal information from children under 16. If we become aware 

of such collection, we will delete the information promptly. 

9. Changes to This Privacy Policy 

We may update this Privacy Policy from time to time. Changes may be made with or 

without prior notice. Significant changes will be announced via our Telegram channel 

(https://t.me/OnlySq) or on the Services. 

Continued use of the Services after changes constitutes acceptance of the updated 

Privacy Policy. 

10. Contact Us 

If you have questions about this Privacy Policy or our data practices, please contact us 

via our Telegram channel or other support methods provided on the Services. 

Thank you for trusting OnlySq with your data. 

https://t.me/OnlySq

